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Your central key for data protection

SafeGuard Enterprise provides multi-layered endpoint data security combining SafeGuard Enterprise
encryption and data leakage prevention (DLP). The centrally managed solution secures modules:

data on desktops, laptops, PDAs, smartphones and removable media. Its transparent

®
data encryption enhances user productivity while preventing malicious users from SRl ST

reading lost or stolen media. SafeGuard Enterprise prevents endpoint data leakage by TS A1) e @ G

controlling access to both physical and wireless interfaces (e.g., USB, FireWire, Wi-Fi) organization-wide secutrity policy
and storage devices (e.g., MP3 players, removable media). framework, providing a central point
of management control in mixed IT

) L . . environments.
Protect your confidential information and comply with regulatory mandates—safely and

securely—with Sophos’s comprehensive SafeGuard Enterprise solution. SafeGuard Enterprise

® . .
is a modular information protection control platform that enforces policy-based security for SafeGuard® Device Encryption

PCs and mobile devices across mixed environments. It is fully transparent to end users and » Transparently encrypts data

is easy to administer from a single central console. SafeGuard Enterprise provides multi- on laptops, desktops, PDAS,
layered endpoint data security by combining encryption and data leakage prevention (DLP). smartphones and external

Its modular architecture provides comprehensive data security tailored to your organization’s media, protecting users against
needs and growth requirements. unauthorized access, loss or theft.
Manage policy and regulatory compliance risks easily and effectively SafeGuard® Data Exchange

Protecting confidential personal data from disclosure is a fundamental legal requirement for
many companies worldwide. SafeGuard Enterprise bolsters compliance measures by enforcing
centralized polices for encryption and data leak prevention, with verifiable audit logs and reports.

Ensures the secure exchange of data
(e.g., via removable media) with busi-
ness partners and customers, even if
they do not have a SafeGuard applica-

SafEG uard® Enterprise tion installed.
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SafeGuard® Enterprise: Your central key for data protection

Secure productivity and collaboration with state-of-the-art key management

Behind-the-scenes key management enables legitimate users to easily and securily share
data across PCs, removable media, PDAs and even e-mail attachments. Safeguard Enterprise
provides centralized, state-of-the-art key management from a single console. Secure storage,
exchange, and recovery of keys in mixed environments are made simple and easy-to-use.

Improve business processes with centralized security control

Managing data security in heterogeneous enterprise environments with various devices and
platforms can be challenging. When employees, business partners and customers have
access to data from many locations, protecting this information requires strong, centralized
management. SafeGuard Enterprise delivers centralized security control across mixed IT
environments, using role-based management to enable granular policy enforcement—far
superior to pure point products. Automated tools streamline deployment, and data can be
quickly recovered if employees forget passwords, resign or lose authorization.

Business confidence with transparent security and data recovery

Encryption processes are automated and transparent to users, even during initial installation,
allowing users to work without interruption. Fast and secure authentication with biometric
fingerprint support. Recovering forgotten passwords is easy with secure challenge responses—
over the phone or online. It also supports standard system and data recovery and forensics
tools.

Investment protection with scalable architecture

SafeGuard Enterprise offers superior scalability and broader compatibility compared to point
security solutions, and its modular architecture supports rapid business growth. SafeGuard
Enterprise can administer external encryption technologies such as BitLocker Drive Encryption
to secure data in Windows Vista operating systems. The SafeGuard Enterprise architecture
can be further extended to support encryption platforms and products from Intel and Seagate.
Microsoft Active Directory® directory services and Novell environments are also supported.

In addition, support for third-party smartcards, tokens, Trusted Platform Modules (TPM) and
Hardware Security Modules provides seamless security across users, devices and platforms.
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SafeGuard Enterprise
modules:

SafeGuard® FileShare**

» Encrypts user data across working
groups. Protects data on local drives
and network servers, at both the file
and the directory level

SafeGuard® DLP*

» Content aware policies for data
security.

* Port control DLP is currently provided by
SafeGuard Configuration Protection. A future
release will add more DLP capabilities.

** Future release. This functionality is currently
provided by SafeGuard LAN Crypt.
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